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Wireless Comnnanication Network Architecture 



FIELD AND BACKGROUND OF THE INVENTION 



The present invention generally relates to the field of het- 
erogeneous, wireless ad-hoc networks suitable for low-power, 
short-range and ubiquitous ad-hoc convmunication for fixed, 
embedded or portable devices, e.g. a wireless sensor network 
(WSN) for use e.g. in health care, intelligent household, in- 
dustry, distributed computing or related applications. 

A wireless ad-hoc communication network is typically based on 
ad-hoc multi-hop communications. The typical mode of commvmi- 
cation in a sensor network is from multiple data sources to a 
data sink. During the lifetime of the network, the informa- 
tion collected by the sensors is periodically transmitted to 
the sink nodes, which can either be mobile or fixed. These 
sink nodes can be used by external operators to retrieve the 
information gathered by the network (gateway functionality) . 
In addition, the wireless communication network enables com- 
munication and information exchange between any of the nodes 
participating in the network. 

Since the data being collected by multiple sensors is often 
based on common phenomena, there is likely to be some redun- 
dancy in the raw or pre-processed data being communicated by 
the various nodes in sensor networks. Third, in most envi- 
sioned scenarios the sensors are not mobile (though the 
sensed phenomena may be) , so the nature of the dynamics in 
both network types is different. 

The single major resource constraint is that of energy for a 
small, embedded node hosting sensing and communication func- 
tions. The scale of sensor networks and the necessity of un- 
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attended operation for months at a time means that energy re- 
sources have to be managed even more carefully. This, in 
turn, typically precludes high data rate communication, long 
^ range wireless communication and any other type of complex 
data pre-processing 

As described in „Ember Networks" (http://www.ember.com/) and 
„Millennial Networks" (http://www.millennial.net/), current 
systems typically employ conventional low-power radio tech- 
nology or Bluetooth radio systems, which require a substan- 
tial amount of energy for transmission and reception. There- 
fore, even if the traffic pattern is very sporadic, both 
units (receiver and transmitter) are turned on from time to 
time, need to be synchronized and finally exchange informa- 
tion (if there is any information to be exchanged) . Typically 
for short-range wireless devices, the reception unit takes 
the same power (or even higher power) as the transmission 
unit. Even if no information needs to be received, substan- 
tial power is wasted just to be able to receive data. In or- 
der to save as much power as possible, complex duty-cycle ra- 
dio protocols are employed. Duty cycling rkises another prob- 
lem: Information can only be exchanged during *on' time, 
where both the transmitter and the corresponding receiver are 
activated at the same instance of time. Therefore, in a typi- 
cal duty-cycle protocol - e.g. with a 1 % duty cycle, which 
means that e.g. a transceiver is switched on for 0.1 seconds 
and turned off for 9.9 seconds - messages may need to be de- 
layed substantially. 



Said low-power radio technology and said Bluetooth radio sys- 
tems are typically employed for each type of node within a 
wireless sensor network. Therefore, even the simplest nodes 
(and those maybe deployed massively) use the same kind of ra- 
dio technology (which consumes substantial power and imposes 
a certain system cost) . A more suitable wireless network sys- 
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tern would allow scaling of the radio subsystem and the radio 
protocol according to the respective node's task. At least 
the scaling of the radio protocol and routing protocol is 
partially used in current systems (e.g. by defining end ^ 
Ipbirrits7~if6utefs and gat^aysT: cf . „ Mi rTefmiar Networks" , 
http://www.millennial.net/) . 

A suitable radio technology for certain nodes in a wireless 
network for wireless sensor applications can be „Modulated 
Backscatter« (MBS) , which is currently used for short-range 
radio frequency identification (RFID) applications (e.g. 
smart card access control systems) . As there is no need for a 
complicated radio (passive transmission) , both the cost and 
energy consumption can be very low (for many nodes within a 
wireless network) . However, current MBS applications are lim- 
ited to RFID style operation and therefore do not support the 
following points: 

- Efficient networking: Currently, a single „reader« talks to 
a group of RFID tags, information is not provided within a 
network and „tag-to-tag" communication is not supported. 

- Only a fixed, pre-programmed ID is provided by the tag, 
which means that there is no dynamic information generated, 
processed and communicated from the tag. 

- MBS range and data rate are limited due to the limited ap- 
plication scenario of RFID and the technology implemented. 

- Interworking (both on radio and radio protocol) with other 

- „ longer- range" radio technologies (e.g. ISM band short- 
range radio systems such as Bluetooth) . Thereby, sensor in- 
formation can not be propagated across different radio 
technologies. In addition, both radio technologies have 
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been designed with different scenarios in mind and are thus 
not compatible. 

BRIEF DESCRIPTION OF THE PRESENT STATE OF THE ART 



In order to understand the central idea of the present inven- 
tion, it is necessary to give a brief survey of RFID systems, 
passive and active RFID tags. 

Conventional wireless sensor networks utilize proprietary ra- 
dio access technologies (or a modification of standard radio 
devices such as Bluetooth) and proprietary radio access pro- 
tocols. As their network topology is typically meshed, they 
are able to support ad-hoc features (e.g. node detection, 
node identification and routing) without a central control- 
ling device and can be tailored for a specific application 
(e.g. military surveillance, production or process surveil- 
lance) . For further background information on sensor networks 
and specifically wireless sensor networks the interested 
reader is referred to the following articles: „Wireless Sen- 
sor Networks: A Survey" (Computer Networks 38 (2002), pp. 
393-422, 2002, published by Elsevier Science B.V.) by I.E. 
Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci, „A 
Survey on Sensor Networks" (IEEE Communication Magazine, 
25 August 2002) by the same authors, and „Wireless Sensors. 

Streamline Data Distribution" (Communication System Design, 
July/August 2003, http://www.CommsDesign.com) by T. Riedel . 



For the scope of the present invention, the following topics 
shall briefly be discussed here: wireless network topologies 
(suitable for sensor applications) , radio access technologies 
and radio protocol architectures. 

To allow simple deployment, typically ad-hoc network topolo- 
35 gies are supported, where each node can participate within 
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the network and furthermore assume different roles within the 
network. Thereby, a wireless node equipped with a sensor de- 
vice acts as a data collector (for sensing local information) 
or utilizes the wireless interface to rec eive and retr ansmit 
~(~ forwarding" or 7rou¥Ing") "iriformatioh from remote wireless 
nodes. Other specific nodes (routers) which are not equipped 
with sensing devices are used to route the traffic through 
the network. Furthermore, a so-called gateway node provides 
an interface between the sensor network and the outside world 
(e.g. towards an observer). Another scenario is constructed 
using a single observer /gateway node and multiple wireless 
(sensor) nodes. In this case, the gateway node acts as a cen- 
tral controller and polls the wireless sensor nodes (star to- 
pology, centralized master-slave type of operation) . 



Current wireless (sensor) networks usually apply bidirec- 
tional radio technology, thereby targeting low-power opera- 
tion while fulfilling regional radio regulatory constraints. 
For example, ISM radio bands are utilized to allow rapid de- 
20 ployment of such systems. 

A typical example are the Bluetooth radio interface or other 
technologies fulfilling the regulatory conditions described 
in „FCC 15.247 Operation within the Bands 902-928 MHz, 2400- 

25 2483.5 MHz, and 5725-5850 MHz" (http://www.access.gpo.gov/ 
nara/cfr/waisidx_01/47cfrl5_01.html) and „ Electromagnetic 
Compatibility and Radio Spectrum matters (ERM) ; Wideband 
Transmission Systems, Data Transmission Equipment Operating 
in the 2. 4 -GHz ISM Band and Using Spread- Spectrum Modulation 

30 Techniques; Harmonized EN Covering Essential Requirements un- 
der Article 3.2 of the R&TTE Directive* (ETS 300 328, Novem- 
ber 2002, http://www.etsi.org/). 

in RFID applications according to the state of the art MBS ii 
35 a typically used radio technology for the communication link 
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between a variety of passive „tags" and a „reader" unit (a 
so-called „ interrogator") . The reader unit is typically more 
complex and supports a larger number of tags within the radio 
range of^the^ reader . The principle of operation is as fol- 
lows: The reader sends aiT activation "Signal "(5r^ continuous ' 
wave signal) to the tags, thereby providing an electromag- 
netic field in an area around the reader, whereupon the tags 
identify the presence of the electromagnetic field and use a 
passive transmission technology (e.g. a variation of the an- 
tenna impedance matching) to slightly influence (modulate) 
the electromagnetic field (EM field disturbance) . The reader 
is able to detect the variation of the electromagnetic field, 
which contains the information transmitted from the tags. To 
allow a simple communication link to the tags, typically a 
high-power signal (e.g. an amplitude -modulated signal) is 
transmitted from the reader to the tags in range and demodu- 
lated on the tag side by means of e.g. a simple diode detec- 
tor (which does not require an active down-conversion stage 
comprising at least one down -conversion mixer and a local os- 
cillator) . However, sensitivity and selectivity of the diode 
detector are limited, thus limiting the range. 

PROBLEMS TO BE SOLVED BY THE INVENTION 

A major problem is that integrated network topologies and ra- 
dio technologies have not yet been adapted to the require- 
ments of heterogeneous wireless networks, e.g. usable for 
sensor network applications. 

Although having balanced radio complexity in each node, con- 
ventional active-radio based sensor networks do not address 
the need to include very low-cost wireless nodes in the net- 
work. At the same time, power consumption can be significant 
or has to be compensated by complex (duty-cycle) access pro- 
tocols (which may introduce significant message delays) . How- 
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ever, these networks may allow a significant communication 
range (less dense sensor networks, as the radio may allow 
transmission over typically up to 100 meters in free space) . 
On the other hand, RFID technology is limited in network to- 
"polbgy' (star only )T networking ( t ag-^ader only) , ' range 
(typically less than one meter) and limitation to short, 
fixed/static (pre-programmed) information (e.g. ID) . 

OBJECT OF THE PRESENT INVENTION 

In view of the explanations mentioned above, it is the object 
of the invention to propose a technique which is specially 
adapted to the requirements of heterogeneous low data rate 
wireless networks, e.g. suitable for sensor applications. 

This object is achieved by means of the features of the inde- 
pendent claims. Advantageous features are defined in the de- 
pendent claims. Further objects and advantages of the inven- 
tion are apparent in the following detailed description. 



SUMMARY OF THE INVENTION 



The present invention is basically dedicated to a wireless 
network, in particular to a wireless sensor network (WSN) 
supporting three different node types and communication tech- 
nologies. Thereby, a node is basically defined by its role in 
the network (e.g. coordinator unit in a star topology) and 
its communication possibilities (defined by the capabilities 
of the utilized radio units) . In addition, the applied radio 
communication protocol elements differ according to the re- 
spective node type. The network can be heterogeneous and op- 
erated according to the master-slave or ad-hoc principle. 
Said nodes can have different wireless communication means 
tailored to their individual role in the network and other 
constraints, thus allowing different communication patterns. 
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In contrast to conventional wireless ad-hoc systems and wire- 
less sensor systems, where typically a single node type (when 
defined by a radio communication unit and its associated ra- 



dio protocol) is support ed~(iTg. Bluetooth or "zigbee j" and 
certain nodes may additionally provide a gateway function to 
interconnect to e.g. the Ethernet or another wireless tech- 
nology (e.g. WLAN) , the proposed network architecture sup- 
ports three distinct node types using different wireless com- 
munication units and different protocol components. 

The present invention further proposes a wake -up signaling 
method for activating a group of nodes or a single node when 
required, e.g. for polling information from activated nodes, 
remotely controlling an activated node or indicating a need 
to send data to an activated node. For this purpose, said 
network comprises at least one node of a first class of nodes 
which is adapted to transmit a wake-up signal through the 
network and at least one node of a second class of nodes 
which is adapted to receive said wake-up signal by means of a 
low-power consumption receiver and to initiate a data trans- 
fer following the wake -up signal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Further advantages and possible applications of the underly- 
ing invention result from the subordinate claims as well as 
from the following description of the preferred embodiment of 
the invention which is depicted in the following drawings: 

Fig. 1 shows different types of communication links between 
the nodes in a wireless sensor network. 



Fig. 2 shows that communication units need to be activated 
by each node taking part in a wireless sensor net- 
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work, thereby identifying three distinct node types 
defined by different commxinication units and capa- 
bilities. 

Fig. 3 is "TTable" showing "different types"of "datiT' being ex- 
changed between polling vinits, simple active and pas- 
sive units in a wireless sensor network. 

Fig. 4-1 shows the activation and reading phases of a polling 
process in a wireless sensor network where a single 
polling unit and one simple passive unit are involved 
in a modulated backscatter procedure. 

Fig. 4-2 shows the activation, coordination and reading phases 
of a polling process in a wireless sensor network 
where two polling xinits and one simple passive tinit 
are involved in a modulated backscattering procedure. 

Fig. 4-3 shows a wireless sensor network, said network being 

configured in a star topology, encompassing a variety 
of simple active and passive nodes communicating with 
a polling unit via active-to-active (A2A) , active-to- 
passive (A2P) and modulated backscatter communication 
links, respectively. 

Fig. 4-4 shows a message sequence chart of a passive nodes 
polling example. 

Fig. 4-5 is a diagram showing a wireless sensor network sce- 
nario, said network being configured in a meshed to- 
pology, encompassing a variety of simple active nodes 
communicating with each other. 



Fig. 4-6 



is a diagram showing a wireless sensor network, said 
network being configured in a hybrid star and meshed 
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topology, encompassing a variety of simple active 
nodes communicating with a polling unit via active- 
to-active (A2A) and asymmetric communication links 
and co mmunicating with a variety of simple passive 

nodes via active- tro^assive' {A2P) communicatTorT 

links. 



Pig. 4-7 is a diagram showing a wireless sensor network, said 
network being configured in a hybrid star and meshed 
topology, encompassing a variety of simple active 
nodes communicating with a polling unit via active- 
to-active (A2A) and asymmetric communication links. 

Fig. 4-8 is a diagram showing the phases of the polling proce- 
dure. 



Fig. 4-9 shows a „ smart bookshelf" scenario where a wireless 

sensor network is used to identify which books are in 
its shelves and furthermore to provide some informa- 
tion about their positions in the bookshelf. 

Fig. 4-10 is a diagram which illustrates how a first wireless 
sensor network deployed in a body area network (BAN) 
style can automatically be linked to a second wire- 
less sensor network deployed in the home of the BAN'S 
user. 

Fig. 5-1 is a block diagram showing the basic node architec- 
ture (valid for all applied node types) , 

Fig. 5-2 is a further block diagram showing a special node ar 
chitecture featuring a gateway unit which serves as 
an interface between heterogeneous networks (valid 
for polling units) , 
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Fig. 5-3 shows four block diagrams illustrating different con- 
figurations of remotely controllable nodes equipped 
with sensor and/or actuator elements. 



Fig. " 5 -4 — "is a block diagranT'showing the configuration of'a" ra-~ 
dio communication unit realizing a polling unit ac- 
cording to the present invention. 

Fig. 5-5 is a further block diagram showing the configuration 
of a radio communication unit realizing a remotely 
controllable simple passive node according to the 
present invention. 

Fig. 5-6 is a still further block diagram showing the configu- 
ration of a radio communication unit realizing a re- 
motely controllable simple active node according to 
the present invention. 

Fig. 5-7 is a timing diagram showing the process of stepwisely 
activating a remotely controllable simple passive or 
simple active node being in a stand-by mode before 
being activated and detecting ID information and con- 
trol data. 

Fig. 5-8 is a state transition diagram illustrating the steps 
of node activation, ID information and control data 
detection performed by a remotely controllable simple 
passive or simple active node, and 

Figs. 6-1 are five flow charts illustrating the procedure of 
to 6 -4b enabling at least one master node (PU) of a remote 
polling and control system in a heterogeneous wire- 
less network according to the present invention to 
remotely control at least one slave node (SA, SP) . 
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DETAILED DESCRIPTION OF THE PRESENT INVENTION 

In the following, the preferred embodiment of the underlying 
invention as depicted in Figs. 1 to 6-4b shall be explained 
in detailT — — — 



The proposed network can be e.g. a wireless network described 
by different node types (classes) , node communication possi- 
bilities, communication technologies employed (in different 
scenarios and configurations) , radio features and Media- 
Access -Control Layer (MAC-layer) technologies. 

In the proposed network nodes are characterized by their role 
within the network, their communication capabilities, and 
their supported wireless (radio) technology (which comprises 
e.g. the applied modulation scheme) or utilized wireless com- 
munication iinits . 



According to the invention, e.g. four different node classes 
(defined by their radio communication unit configuration) can 
be used, which are not mutually exclusive: active transmit- 
ters (aTx) , active receivers (aRx) , passive transmitters 
(pTx) and passive receivers (pRx) . 

An active transmitter (aTx) is a transmission unit which is 
capable of transmitting a modulated RP signal by its own. By 
contrast, a passive transmitter (pTx) is only capable of 
modulating and reflecting external RF signals based on MBS 
principle. A passive receiver (pRx) is a low-power consump- 
tion but low- sensitivity reception unit which can e.g. be re- 
alized as a diode detector, whereas an active receiver (aRx) 
is a reception unit with high sensitivity capable of demodu- 
lating backscattered signals as well as any modulated RP sig- 
nal received from an active transmitter. 
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Furthermore, two special units are available in particular 
nodes within the network: a so-called „wake-up whistle*' unit 
and a so-called „wake-up listener*' unit. 

^1 A^^liTake^p whistle uhit~ is a radio transmitter"^ s eliding " a spe- 
cific signal to „wake-up" nodes in its vicinity - a signal 
received by means of a passive receiver which indicates the 
start of any communication to the receiver. A wake-up lis- 
tener unit is typically implemented as a passive receiver 

10 which is tuned and capable of receiving or identifying a 

wake-up whistle signal- This wake-up signaling scheme is an 
essential means to allow communication based on an „always- 
on" receiver network architecture. In this connection, a 
stepped node activation mechanism is used: 

15 

First, said nodes are typically in a „sleep'* state and wait- 
ing to receive a wake-up signal. After detection of a wake-up^ 
signal the receiver switches to an „ID identification** mecha- 
nism. After successful detection of a valid identification 

20 (e.g. node address match) the nodes then turn into a data re-: 
ception mode. If an invalid ID is detected, the node immedi- . 
ately returns to the sleep state. During data reception mode 
further stages may be turned active in the receiver. Thereby, 
power consumption is kept minimal and only increases in a 

25 stepwise manner during the reception of a wake-up signal se- 
quence . 

The whole step-by-step activation scheme is designed to sup- 
port the following important features: 

30 

— minimum power consumption during idle times (when waiting 
for a wake-up) , 

— „always-on** receiver mode, wherein each node can be acti- 

35 vated via a remote wake -up signal at any time (without duty 
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cycling of the receiver, which means toggling between in- 
sensitive and sensitive state) , and 

— stepwise activation of different units with the receiver 
after detection of a wake-up signal, thereby tailoring the 
power consumption and stepwise increasing the power con- 
sumption as needed during wake -up, ID detection, and data 
detection. 

The proposed network architecture supports the following com- 
munications in different nodes : unidirectional reception mode 
{a receiver-only functionality) , unidirectional transmission 
mode (a transmitter-only functionality) , bidirectional trans- 
mission mode (a switchable transceiver functionality sup- 
porting both transmission and reception, but not at the same 
time) , and a switchable transmitter functionality (using one 
or another transmitter in a specific node type depending on 
the topology) . 

Concerning data handling, the following entities have to be 
distinguished: producer, aggregator and observer. 

A producer is a device which generates data by its own (e.g. 
a device with integrated sensors or any other type of dynamic 
information created in the node) or by means of user interac- 
tions (e.g. a device with a push button) . An aggregator is a 
device which is able to collect and process data received 
from other devices. Said collection can be intelligent (e.g. 
data fusion support) or simple (e.g. concatenation of indi- 
vidual measurements to bigger packets) . An obseirver is a de- 
vice which uses the data provided by the producers for some 
useful appl icat ion . 

Furthermore, nodes with different capabilities within the 
network have to be distinguished: forwarders and non- forward- 
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ers. A forwarder is a node which is capable of forwarding 
(routing) other nodes' data. By contrast, a non-forwarder is 
a node which is not capable of forwarding data. 



"irT the proposed'wireless "sensor network "the following three 
node classes, each having different capabilities, have to be 
identified: polling units (PUs) , simple passive nodes (SPs) 
and simple active nodes (SAs) . 

A polling unit (PU) is a node which is equipped with an ac- 
tive transceiver unit (aTx and aRx) . It is able to send and 
receive data by its own and demodulate the backscattered sig- 
nals coming from simple passive nodes (SPs) as well as any 
transmission from an active transmitter (aTx) . It can also 
use its active transmitter to provide an electromagnetic 
field which is necessary for an MBS communication. In this 
case the PU is acting as an ether provider. Thereby, said 
ether is an unmodulated carrier provided by the PU, which is 
modulated by a remotely controllable simple passive node us- 
ing a passive transmitter (see explanations below) . With the 
aid of an integrated wake-up whistle unit a PU can wake up 
any device having a wake-up listener unit in its range. 

PUS may also come with an additional module (e.g. a bridge B) 
to talk with other PUs that are out of their immediate range. 
A bridge may consist of a long-range wireless module (differ- 
ent RF technology than the one used in the PUs) or even a 
wired connection to e.g. interface with the Ethernet. 

A simple passive node (SP) is a short-range device or node 
equipped with a passive transmitter (pTx) based on MBS tech- 
nology and a passive receiver (pRx) , e.g. a diode detector. 
An SP uses MBS technology to transmit its information and is 
thus not able to work without the presence of a PU. A signal 
coming from the PU is modulated with the dynamic information 
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generated and stored in its memory and then modulated in the 
passive radio transmission unit of the SP. As an integrated 
wake-up listener unit is active all the time, the SP can be 
^ awaked by any device having a wake-up whistle unit if the SP 

is within its range. The information' transfer fro^ sP to 

the PU thus happens after an initial data transfer from the 
PU to the SP, which involves sending a wake-up signal and 
e.g. a command signal to the SP . During the data transfer be- 
tween the SP and the PU, which is based on MBS technology, an 
ether (provided by the PU) is modulated by the SP, thereby 
using a passive transmitter (pTx) . 

It should be noted that these SPs are not similar to RFID 
tags. RFID tags are typically energized during the communica- 
tion by a reader signal, thereby generating the power re- 
quired to modulate the tag antenna by the received interroga- 
tion signal by using MBS technology. In the proposed network 
SPs have their own power (which is provided e.g. by a small 
battery) and do not use the interrogating signal to generate 
energy required in order to modulate the interrogating signal 
(ether) . However, the ether is still needed as a modulation- 
carrying medium. The SP nodes in the proposed network contain 
processing means to generate and process dynamic information. 
Typical RFID tags, however, usually do not contain any proc- 
essing means to process and generate dynamic information; the 
information is a fixed, pre-programmed code. 

A simple active node (SA) is a medium-range device or node 
which is equipped with an active transmitter (aTx) , a passive 
receiver (pRx) , e.g. a diode detector, and a passive trans- 
mitter (pTx) based on MBS technology. An SA may further com- 
prise a wake-up listener unit and an optional wake-up whistle 
unit. It is able to transmit data actively or by using MBS 
technology. An SA further comprises processing means for exe- 
cuting (S3d) a remotely controllable application running on 
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said node, e.g. for monitoring (S3e) and gathering (S3e') in- 
formation sensed by integrated sensor elements (SSA) and/or 
controlling (S3e" ) integrated actuator elements (ASA) . 



Since" SPs may" also " contain processxng means , they have a very 
similar architecture as SA nodes. This means that both SAs 
and SPs require an own energy supply (e.g. a battery, a solar 
cell or other means) and basically differ in their radio com- 
munication means and communication capabilities as well as in 
their networking means: An SA has the same communication 
means as an SP and in addition some further means (e.g. an 
active transmitter and a wake-up whistle) . Moreover, an SP 
can only communicate to a PU, whereas an SA is able to commu- 
nicate to other SA nodes. Besides the basic radio means this 
mainly affects the implemented radio protocol components. 

Fig. 5-1 shows the basic node architecture 510 according to 
the present invention, which is valid for all applied node 
types (PUS, SPS, and SAs) . It comprises a processing unit 512 
and a radio communication unit 514. Said processing unit is 
capable of creating, handling and processing dynamic informa- 
tion (not just a fixed, pre-programmed ID) . 

A special PU node architecture 520 providing a gateway unit 
serving as an interface between heterogeneous networks is 
shown in Fig. 5-2. 

Four block diagrams 530a-d illustrating typical node type 
configurations of SPs and SAs equipped with sensor and/or ac- 
tuator elements are depicted in Fig. 5-3. However, an SP or 
SA may also be configured without any sensing element or ac- 
tuator element (see Fig. 5-1) • 



Fig. 5-4 is a block diagram 540 showing the configuration of 
a radio communication \init realizing a PU according to the 
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present invention. As can be taken from this figure, a PU 
comprises the following four components: 

- an active transmitter 542 (aTx) to actively generate a 

modulated carrier and thereby communicate to~any other node" 
in the network (including other PUs) , 



- an ether generator 548 to enable other nodes (only SAs or 
SPs) in the vicinity of the PU to utilize their passive 
10 transmitter (pTx) for communication to the PU, 
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- an active receiver 544 (aRx) to receiver either MBS-type 
communication while e.g. receiving information from an SP, 
which uses its passive transmitter (pTx) , MBS-type communi- 
cation while e.g. receiving Information from an SA, which 
uses its passive transmitter (pTx) , active transmitter type 
commxanication coming from another PU or active transmitter 
type communication coming from another SA, which in this 
case uses its active transmitter (aTx) , and 

- a wake-up whistle 546a to wake-up SAs and/or SPs (not PUs) 
in order to indicate the need to communicate to an SP or SA 
(or to a multiplicity thereof) . 

It should be noted that the active transmitter 542 (aTx) and 
the ether generator 548 can also be one common but reconfig- 
urable unit as they would have common elements (e.g. power 
amplifiers, local oscillators, etc.) and are used mutually 
exclusive , 

Fig. 5-5 is a further block diagram 550 showing the configu- 
ration of a radio communication unit realizing an SP accord- 
ing to the present invention. As can be taken from this fig- 
ure, an SP comprises the following three elements: 
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- a passive receiver 554 (pRx) , which means a simple low- 
power receiver being able to receive data from a PU commu- 
nicating to the SP or from an SA communicating to the re- 
spective SP, 

- a passive transmitter 552 (pTx) , capable of performing MBS- 
type of communication to a PU which provides the ether to 
allow MBS communication and uses its active receiver (aRx) 
to detect the RF signal sent from the passive transmitter 
552 (pTx) of said SP, wherein ether generation and active 
reception are not necessarily confined to the same PU, and 

_ a wake -up detector 546b, used to wake-up the node, which is 
remotely triggered by another PU or SA to initiate an ac- 
tion in the SP (or e.g- to indicate the start of a communi- 
cation sequence to/ from the SP) , 

Fig. 5-6 is a still further block diagram 560 showing the 
configuration of a radio communication unit realizing an SA 
according to the present invention. As can be taken from this 
figure, 'an SA is equipped with the same radio communication 
elements as an SP and comprises some further elements. Thus, 
an SA comprises the following five components: 

- a passive receiver 554 (pRx) , which means a simple low- 
power receiver being able to receive data from a PU commu- 
nicating to the SA or from an SA communicating to the re- 
spective SA, 



- a passive transmitter 552 (pTx) , capable of performing MBS- 
type of communication to a PU which provides the ether to 
allow MBS communication and uses its active receiver (aRx) 
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to detect the RF signal sent from the passive transmitter 
552 (pTx) of said SA, 

- a wake -up detect or 546b , used to wake -up the node, which is 
remotely triggered by another PU or SA to initiate an ac- 
tion in the SA (or e.g. to indicate the start of a communi- 
cation sequence to/ from the SA) , 

- a wake-up whistle 546a to wake-up SAs and/or SPs (not PUs) 
in order to indicate the need to communicate to an SP or SA 
(or to a multiplicity thereof) , and 

- an active transmitter 542 (aTx) to actively generate a 
modulated carrier and thereby communicate to any other node 
in the network (including other PUs) . 

It should be noted that said wake-up whistle 546a is a simi- 
lar unit as the one available in the PU but may e.g. have 
some limitation compared to a PU's wake -up whistle unit. For 
example, an SA wake-up whistle implementation may have a lim- 
ited output power compared to the one of a PU, thereby limit- 
ing the wake-up range. The active transmitter 542 (aTx) is a 
similar unit as the one available in the PU but may e.g. have 
some limitation compared to the active transmitter unit used 
in a PU. For example, an SA active transmitter implementation 
may have a limited output power compared to the one of a PU, 
thereby limiting the communication range of the active trans- 
mitter. 

To save power, SAs and SPs are typically in a stand-by mode 
and activated by a remote wake -up signal received from a PU 
or SP. Fig. 5-7 is a timing diagram showing the process of 
stepwisely activating an SP or SA and detecting ID informa- 
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tion and control data for executing an application running on 
said SP or SA. 

once a receiver node detects a such a wake-u p signal, it will 
5 " switch Trbm the stiiid-by m^e to an 'on' mode and receive the 
signal, which in a second part comprises said ID information. 
This ID is analyzed, and in case the respective node recog- 
nizes its ID it will receive the control data. Otherwise, it 
will immediately return to the stand-by mode in order to save 
10 power. A state transition diagram illustrating the steps of 
node activation, ID information and control data detection 
performed by an SP or SA is depicted in Fig. 5-8. 

In a heterogeneous network, different devices using different 
15 communication techniques are combined together to improve or 
extend the overall network capabilities. In a WSN according 
to the present invention, three communication techniques are 
considered: act ive -to -act ive (A2A) communication, active-to- 
passive (A2P) communication, and modulated backscatter (MBS) 
20 communication. 

Active-to-active (A2A) communication is the standard active 
wireless communication where a source is using an active 
transmitter (aTx) and the destination is using an active re- 

25 ceiver (aRx) . The symbol used in a WSN for this link is shown 
in the table depicted in Fig. 1. Since a PU node is the only 
device in a WSN implementing an active receiver, a PU must 
always be part of an A2A communication scenario. Active com- 
munication from an SA to a PU is also possible. Fig. 2 shows 

30 which parts of the communication units need to be activated 
by each node taking part in an A2A link. The type of data be- 
ing exchanged and a graphical representation can be taken 
from Fig . 3 . 
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Active -to-passive (A2P) communication is used to activate and 
send information to nodes (SPs or SAs) operating a passive 
receiver (pRx) . A passive receiver can be based on an analog 
diode detector ^r similar technology that, since it consumes 
very low "power, can b^'on' (listeiiing)~kll thi tirae7~VhiTi 



the digital parts of the receiver are inactive. Therefore, 
nodes with a passive receiver (pRx) can remotely be activated 
by nodes having an active transmitter (aTx) . The symbol used 
in a WSN for this link is shown in Fig. 1. Fig. 2 shows which 
parts of the communication units need to be activated by each 
node taking part in an A2P link. The type of data being ex- 
changed as well as a graphical representation can be taken 
from Fig. 3 . 

One of the features that makes a WSN unique is the use of MBS 
technology to transmit information. Devices having a passive 
transmitter (pTx) - SPs and SAs - are able to modulate, with 
the data they want to transmit, and reflect (backscatter) an 
electromagnetic field („Ether", see Pig. i) received by its 
antenna. Since the reflected signal is relatively weak, an 
active receiver (aRx) is necessary to demodulate it. A PU 
node is the only device in the proposed wireless network 
which is capable of generating the ether and also the only 
one implementing an active receiver, so at least one PU must 
always be part of an MBS communication. A WSN using this 
technology differs from other existing MBS systems, which use 
e.g. RFID tags, in the following points: 

1. The data being transmitted can be any, not only identifi- 
cation (ID) information. Unlike the fixed, pre-programmed 
ID, data can be dynamic. 

2. The PU providing the ether may not take part in the commu- 
nication. Instead, it may just provide the channel to make 
the communication between other two devices possible. 
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3. The data being transmitted may be received by more than 
one PU simultaneously. 

"1 The "symbol used in the "wireless network "for" this link is 

shown in Fig. 1. Fig. 2 shows which parts of the commxinica- 
tion unit need to be activated by each node (a passive 
backscatter modulator and an active receiver) taking part in 
an MBS link. The type of data being exchanged and a graphical 

10 representation can be taken from Fig. 3. 

There are basically two possible scenarios when MBS technol- 
ogy is used in the wireless network, depending on the case 
whether the PU providing the ether and the one receiving the 
15 modulated backscatter signal are the same or different de- 
vices - 

In the first scenario, only one PU and an SP are involved in 
an MBS communication. As shown in Fig. 4-1, the process of 

20 reading an SP device in a WSN is done in two phases: As an SP 
node is inactive by default and only its wake-up listener is 
active, the PU first activates the SP by sending a wake-up 
signal via an A2P link in an activation phase. In a response 
phase after having activated the SP the PU starts to generate 

25 the ether which is then modulated by the SP with data to be 
transmitted (identification, dynamic data, e.g. sensor data, 
etc.) , The activation and reception of SP node information 
can be aggregated in order to reduce the transmission time. 
This means that during one reading phase multiple SP nodes 

30 may transmit information to the PU while the ether is pro- 
vided. 

In the second scenario more than one PU are involved in the 
MBS transmission. The simplest case is the one represented in 
35 Fig. 4-2 with only two PUs and one SP. As in the previous 
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scenario, also two phases are utilized here, but in this case 
a coordination between the two PUs is also necessary for two 
reasons: to decide who is going to act as ether provider dur- 
ing the response phase (solutions A and B in diagrams 420a 
and 42 0b depictedT^in Fig . 4-2 r^nd to ensure~^hat "the^PU hot 
triggering the activation phase has its active receiver (aRx) 
running at the right time. 

As can also be taken from Fig. 4-2, there are three possible 
solutions for the response phase in this scenario: 

!• Solution A: The PU initiating the communication (PUl) is 
providing the ether and both PUs (PUl and PU2) are receiving 
the modulated data sent by the SP (see diagram 420a) . For 
this solution, the coordination phase may only be a notifica- 
tion from the PU providing the ether (PUl) , or even not exist 
at all. 

2. Solution B: The second PU (PU2) is providing the ether and 
both PUs (PUl and PU2) are receiving the modulated data. 

3. Solution C: The PU initiating the communication (PUl) is 
providing the ether but not interested in the data sent by 
the SP. Only the second PU (PU2) is receiving that data. 

Solution A offers more advantages because it provides data 
redundancy. The benefits of the other two solutions (B and C) 
may depend on the specific application or topology, etc. 

A first embodiment of the present invention refers to a re- 
mote polling and control system in a heterogeneous wireless 
network as depicted in Figs. 4-3, 4-5, 4-6 and 4-7. Said sys- 
tem is organized according to the master- slave principle and 
suitable for xibiquitous communication between a variety of 
wireless nodes PUs, SAs and/or SPs interconnected via said 
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network, said nodes having an asymmetric complexity and spo- 
radic, asymmetric data transfer requirements. According to 
the invention, a polling and/or control means PU is provided 
for polling (Sib) e.g. sensor data detected by remotely ac- 

•5 cessible node "^5:f iTf Irst 'tS>pe' ( SPs) "located anywhiitre" in~¥aid 

network and/or remotely activating (Sic), controlling (SIC) 
and/or deactivating (Sic") functions executable by remotely 
controllable nodes of a second type (SAs) . Thereby, said 
nodes (SAs and SPs) are in a stand-by mode before and after 

10 being triggered by said polling and/or control means. 

Said polling and/or control means PU, which acts as a master 
node, comprises an RF transceiver (aTx and aRx) for sending 
(SOa) a wake -up signal to at least one remote slave node SP 

15 or SA of a first or second type, respectively, for polling 

(SOb) information sensed by said slave node SP, sending (SOc) 
control information for triggering a function to be executed 
by at least one remotely controllable slave node SA of a sec- 
ond type and receiving (SOd) feedback information from said 

20 slave nodes SA and/or SP as shown in the flow chart depicted 
in Fig. 6-1. Said master node PU can be connected to a bridge. 
B providing a wireless or wired communication link to at 
least one other master module PU' . 

25 According to the invention, a remote slave node of said first 
type (SP) comprises receiving means pRx for wirelessly re- 
ceiving (S2a) a wake-up signal indicating a need for trans- 
mitting a polling request message from said master node PU to 
said slave node SP and transmitting means pTx for wirelessly 

30 transmitting {S2b) sensor data or requested status informa- 
tion to said master node PU upon reception of said polling 
request message by backscattering an RF signal obtained by 
modulating an electromagnetic field provided by said master 
node PU or any other node with an encoded signal representing 

35 said status information. 
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The remotely controllable slave node SA of said second type 
comprises receiving means pRx for wirelessly receiving (S3a) 
a wake-up and remote control signal from the master node PU, 
opt lonar "sensor elements SSA~f or~detecting" ~( SSBT o perational 
parameters of said slave node SA and/or environmental data 
and/or remotely controllable actuator elements ASA for exe- 
cuting {S3c) programmable actions, processing means for exe- 
cuting (S3d) a remotely controllable application running on 
said slave node SA for monitoring (S3e) and gathering (S3e' ) 
sensor data detected by said sensor elements SSA and/or con- 
trolling (S3e") said actuator elements ASA, and transmitting 
means aTx for wirelessly transmitting (S3f) feedback informa- 
tion from said application to said master node PU upon recep- 
tion of said wake-up and remote control signal. 

According to a further embodiment of the invention, said re- 
motely controllable slave node of said second type (SA) addi- 
tionally comprises transmitting means pTx for wirelessly 
transmitting (S3g) sensor data or requested status informa- 
tion upon reception of a polling request message from a fur- 
ther node SA' by backseat tering an RF signal obtained by 
modulating an electromagnetic field provided by said master 
node PU or any other node with an encoded signal representing 
said status information to said further node SA' when commu- 
nicating with said further node SA' on a peer-to-peer basis - 
In a meshed scenario said node SA can also use its active - 
transmitter aTx to communicate to the further node SA' , the 
latter using its passive receiver pRx' . 



According to one embodiment of the invention, nodes in said 
network can be organized in a star or meshed topology or a 
combination of both, based on the types of nodes being used 
as well as the respective deployment scenario in a self-or- 
35 ganizing, ad-hoc manner. 
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SP nodes can only be deployed in a star topology as they are 
not able to initiate a communication on their own. Further- 
more, they need a PU to be able to transmit their data. The 

PU acts as tfie" "center of^fie"" "star Topology as sh6wir~ilinFig: 

4-3. The area a PU ether covers with its active transmitter 
(aTx) is called ,,aura^' (see reference number 432 used in Fig. 
4-3) . A PU can only demodulate MBS signals if they are coming 
from an SP or SA within its aura. Moreover, the wake-up whis- 
tler only works with devices inside the aura of the PU. 

According to the present invention, a PU is responsible of 
polling the SP and SA nodes within its range by using an in- 
terrogation algorithm that is executed periodically. The PU 
may uniquely address a single SP or globally broadcast all 
the SPs in its aura to answer. In the first case, the SP re- 
quested will answer immediately, but in the second case a 
distributed anti-collision algorithm running in the SPs must . 
control that the access to the medium is done in an organized 
way. A third option could be to address only SPs with common 
features (e.g. only temperature sensors) by coding the SP 
type as a part of its own address (capability awareness) . A 
simple example of how this algorithm could work is using a 
different waiting time (timeout) in every SP before any data 
are transmitted (see timers Tx to Tg in the message sequence 
chart depicted in Fig. 4-4). To ensure this waiting time is 
different in every SP, a unique internal number (e.g. network 
address) can be used to calculate the timeout. 

As shown in Fig. 4-5, SA nodes are able to communicate with 
each other by using A2P links. Before any data are transmit- 
ted, an SA sends a wake-up signal to activate the nodes to 
which it wants to transmit data. This deployment is adequate 
for scenarios where the presence of a PU can not be granted. 
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as e.g. in a body area network (BAN) scenario (see Fig. 4-5) 
or other type of small mobile network deployments. 

A more general WSN scenario can be a combination of both star 
"5 and" mesHT'Toporogies^wher^^ links are used to cbordinate 

two or more PUs or to connect a group of SAs running a meshed 
topology with the rest of the network via a PU. SA-to-SP com- 
munication is also considered, e.g. in case the SP nodes are 
actuators (switches, displays, etc.) or for management pur- 
10 poses. The network can also be extended by using the bridge 
modules (B) of the PUs (see Fig. 4-6) . 

It is worth to note that the A2A links in an SA-to-PU commu- 
nication are unidirectional links. Therefore, an SA using 
15 this kind of link may be in three different situations: 

1. The SA is within the range of one PU: If the PU has al- 
ready made a polling of its aura 432, the SA knows that it 
is close to one PU and may want to use its active trans- 

20 mitter (aTx) to initiate a communication (e.g. an alarm) 

requesting a confirmation from the reception side. The PU 
can then selectively wake-up this SA and use an A2P link 
to send an acknowledgment (ACK) message back to the SA 
(see No. 1 in Fig. 4-7) . 

25 

2, The SA is out of the immediate range of one PU but can 
reach the PU by doing some hops through other SAs. With 
the neighbors' information received from other nodes, the 
SA knows that a PU is close but not enough to receive data 

30 directly from it. The SA tries to use its active transmit- 

ter to send data to that PU. When a PU receives data and a 
receipt confirmation request from a SA that is out of its 
aura 432, it tries to send an ACK message by using multi- 
hopping via a known path or discovering a new one to that 

35 SA. (It should be noted that this path may go not only 



P 28617 EP 



29 



through SAs but also through PUs.) While the SA receives 
the ACK message, it knows that it is possible to use an 
asymmetric bidirectional link with that PU (see Nos. 2 and 
3 in Fig. 4-7). 



3 . The SA is out of range and can not reach a PU except by 
using its active transmitter (see No. 4 in Fig. 4-7). In 
this case, the communication is unidirectional. The SA may 
periodically transmit its data, which will be received by 
the PU but without any confirmation about successful re- 
ception from the PU received at the SA passive receiver 
side . 

The present invention thus pertains to a method for enabling 
at least one master node PU of a remote polling and control 
system 430, 450, 460 or 470 in a heterogeneous WSN as de- 
scribed above to remotely control at least one slave node SA 
or SP. AS shown in the flow chart depicted in Fig. 6-2, saxd 
master node PU performs the step of transmitting (Sla) a 
wake-up and control signal for polling (Sib) data detected, 
created and/or processed by a remotely accessible slave node 
SP of a first type located in the range of said master node 
PU or any other node providing an electromagnetic field to be 
modulated by said slave riode SP and/or remotely activating 
(SIC), controlling (SIC) and/ or deactivating (Sic") func- 
tions executable by a slave node of a second type (SA) , saxd 
slave nodes (SA and SP) being ±n a stand-by mode before and 
after being called by the master node PU. 

The slave node of said first type (SP) thereby performs the 
steps of wirelessly receiving (S2a) a wake-up signal indicat- 
ing a need for transmitting a polling request message from 
said master node PU to said slave node SP and wirelessly 
transmitting (S2b) data or requested status information to 
said master node PU upon reception of said polling request 
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message by backscatterlng an RP signal obtained by modulating 
an electromagnetic field provided by said master node PU or 
any other node with an encoded signal representing said in- 
formation (cf . Fig. 6-3) . 



The slave node of said second type (SA) performs the steps of 
wirelessly receiving (S3a) digitally encoded polling and/or 
control information from said master node (109) , after having 
detected (S3a') a valid identification code of said master 
10 node PU in the header of the received polling and/or control 
xnformation, executing (S3d) a remotely controllable applica- 
tion running on said slave node SA for monitoring (S3e) and 
gathering (S3e') operational parameters of said slave node SA 
and/or environmental data detected by sensor elements SSA 
15 connected to said slave node SA, in the following referred to 
as „status information", and/or controlling (S3e") actuator 
elements ASA controllable by said slave node SA, and wire- 
lessly transmitting (S3f ) a digitally encoded version of said 
status information as a feedback signal to the master node 
20 (cf . Pig. 6-4a) . 



25 
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While not being in vicinity of a master node PU, the slave 
node of said second type (SA) performs the step of wirelessly 
transmitting (S3f) feedback information from an application 
running on said slave node SA to a further node SA' upon re- 
ception of a wake-up and/or remote control signal from said 
further node SA' . Otherwise (while in the vicinity of a mas- 
ter node PU) , said slave node SA performs the step of wire- 
lessly transmitting (S3g) data or requested status informa- 
tion upon reception of a polling request message from the 
master node PU by backs cat tering an RF signal obtained by 
modulating an electromagnetic field provided by said master 
node PU with an encoded signal representing said status in- 
formation to said master node (cf . Fig. 6 -4b) . 
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According to the invention, nodes in a WSN can use a listen- 
before-talk mechanism to get access to the physical medium. A 
simplified version of CSMA/CA is a valid option. The PUs are 
the nodes demanding more channel use, so some kind of nego- 
tiafciorr" 5etween t Tiese" cfevxce's is "considered to" avoid coilx-' " 
sions. Since in a WSN different types of nodes with different 
communication capabilities and needs are sharing the same 
channel, a separate analysis for each type of node is more 
suitable . 

As SPs do not implement an active transmitter (aTx)., their 
transmission has to be managed by a PU, which is transmitting 
the ether the SPs need for communication. The only medium ac- 
cess problem appears when more than one SP is required by a 
PU to transmit data. To avoid multiple backscatter signals 
being received in the PU' s receiver at the same time, an 
anti-collision algorithm is utilized. The algorithm may xroxi 
completely in the SP, working in a fully distributed manner, 
or may run partially in the SPs and the PU which is 
performing the data request . 

An SA may need access to the medium to talk with another SA 
or with a PU. In the first case, the SA first listens the me- 
dium. If it is free, the SA just sends a wake-up signal se- 
lecting the destination SAs, followed by the data it wants to 
transmit. If the medium is busy, the SA will backoff for some 
time before trying again. 

When talking with a PU, an SA may use an MBS link if the SA 
is inside a PU' s aura 432- Sending data by using an MBS link 
works in the same way as for the SP nodes. If the SA is out- 
side the PU's aura 432, it may use either A2P links enabling 
a multi -hopping via other SA nodes or an A2A link (see Fig. 
4-7) to the PU directly. 
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In the second case, the A2A link only works if the active re- 
ceiver in the PU side and the active transmitter in the SA 
side are synchronized in time and tuned in frequency. As the 
PU node preferably has its active receiver off when it is not 

Eransmittihg 'for^saving power7-the~SAs but of ' the PU' s-^aura 

432 must then be informed at least about the frequency the 
PU's active receiver (aRx) is using and when the PU will have 
its active receiver on again. This is done in the PU by 
broadcasting a beacon 482 with this information. This beacon 
may also be retransmitted by each SA, e.g. by using their 
neighbor lists, to cover a wider area. To use the A2A link, 
the SA uses also a listen-bef ore-talk mechanism (e.g. 
CSMA/CA) and transmits only when the medium is free. 

The PU is the most complete node in a WSN and also the one 
that will make a more intensive use of the physical medium. 
Depending on the deployed topology, it may need to manage up 
to six types of communication: A2A links with other PUs, A2A 
links from SAs, A2P links to activate SPs or SAs, MBS links 
to read signals coming from the passive receivers SPs or SAs, 
provide the ether for the MBS links, or long links using a 
PU's bridge module (B) . The medium access in a PU is also 
preferably based on a listen-bef ore-talk mechanism (e.g. 
CSMA/CA), similar to the one used in the SAs nodes. 

Each PU in a WSN is responsible for polling (interrogating) 
all the SPs and SAs within its aura 432. During this polling 
procedure the PU must synchronize the utilization of its ac- 
tive transmitter (aTx) , active receiver (aRx) and electromag- 
netic field generator (ether provider) . The PU divides the 
polling time into two phases (see Fig. 4-8) : 

1. Selection phase (reference number 484) : In this phase the 
PU generates the wake-up signals for the nodes it wants to 
interrogate. The PU may select all the nodes in its aura 



P 28617 EP 

33 



432 (broadcast wake -up) , a group of nodes sharing common 
characteristics (multicast wake-up) or a specific node 
(unicast wake-up) to answer the request. 

"~5 2"/ Response pha is e"~ Tr^^ this phase 

said PU generates an electromagnetic field (ether) to be 
modulated with the data from the SPs and SAs. As already- 
mentioned above, an anti-collision algorithm (CSMA/CA) 
should preferably be used. 

10 

When the number of passive nodes to interrogate is high, the 
polling procedure uses the channel for relatively long time 
compared with the duration of a peer-to-peer transmission. To 
avoid collisions with other PUs in its vicinity, a PU trans- 

15 mits a beacon 482 at the beginning of the polling time (see 
Fig. 4-8). This beacon informs other PUs, among other things, 
about the duration of the polling procedure and optionally 
about the frequency/ channel occupancy. PUs receiving the bea- 
con will backoff for at least the polling time duration be- 

20 fore trying to get access to the medium again. PU nodes in 

close vicinity may also be able to share the medium by using 
different radio frequencies, however, in this scenario a 
suitable protocol must ensure that an SP or SA node is not 
interrogated at the same time from two different PUs. 

25 

To illustrate how the mixed topology can be applied to a real 
scenario, two examples of using WSNs shall be presented in 
the following. The first one is a „ smart bookshelf" 490 where 
a WSN is used to identify which books are in its shelves and 
30 even to provide some information about their positions in the 
bookshelf (see Fig. 4-9) . The second example illustrates how 
a WSN deployed in a body area network (BAN) can automatically 
be linked to another WSN deployed in the home of the BAN'S 
user (see Fig. 4-10) . 



35 
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In the smart bookshelf example a user has deployed several 
SAs around a bookshelf 490 that will be used as reference 
points to locate the SPs which are attached to the books 
(CDs, video tapes, etc.) in the shelves (see Fig. 4-9) • 
"5 Moreover, a PlMfieeds~'fc"o be part dt tne scenario andr^bcated 
close enough to the bookshelf 490 such that the latter is at 
least inside the PU's aura (ether range) 432. The PU may op- 
erate in the following way: 

10 !• First, The PU polls all the nodes within its aura 432 and 
identifies and classifies the nodes as SAs and SPs, re- 
spectively. 

Afterwards, the PU individually scans a first SA by re- 
questing it to send short-range wake-up signals to the SPs 
in its vicinity. The PU then generates the ether and reads 
the data backscattered from all SPs woken up by the re- 
spective SA. 

20 3 . This procedure is then repeated for every SA detected in 
step 1 . 

4. After some data processing, the PU can provide information 
about which SPs are in the bookshelf and close to which 
25 SAs they are. 

By this procedure the system is able to detect objects on the 
shelf in step (1) and subsequently detect proximity relation- 
ships between the objects in steps (2) to (4) . 

30 

Alternatively, the procedure can be stopped after step (1) if 
the observer is only interested in whether a desired media is 
located at the shelf at all and does not need any further 
fine-grained proximity information. 

35 
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The problem outlined in Pig- 4-10 is how to link two parts of 
the same WSN: a WSN home network 493 and a „ take -away WSN« or 
BAN 494. This link is automatically established when a user 
enters his/her home and walks close to some SA or PU nodes of 

-5 ^tfign!?Sir-h^me-network-- 493 7" From tBS-fTe-rworrperint— o'f vievrr 

there is no difference between these two versions of a WSN. 

The main advantageous differences of the proposed approach 
according to the present invention can be summarized as fol- 
io lows : 

The invention provides an integrated network topology for 
wireless networks, especially for high-density wireless sen- 
sor networks with heterogeneous node classes. It thereby al- 

15 lows different types of wireless nodes to be integrated in 
the network (simple and/or complex, low-power and/or medium- 
power nodes) . Furthermore, the invention provides a specific 
radio technology based on the usage of active and passive 
transmitters and receivers for different types of nodes and 

20 communication links within the network, thereby using the 
principle of „ always -on» receivers in selected nodes of the 
network in order to simplify radio and protocol complexity in 
each of the nodes and in the entire network. Finally, a 
unique wake-up signaling scheme is provided to activate nodes 

25 or a single node when required, e.g. for requesting data from 
the activated node or indicating a need to send data to the 
activated node. 



The overall network topology, different node classes with 
30 different radio technologies employed, enabling different 

communication links/ features and the xinique wake-up signaling 
scheme (for stepwise node receiver activation) allow the de- 
ployment of high-density heterogeneous wireless networks in a 
wide variety of new application areas (including sensor net- 
35 work applications) . 
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Terms and Definitions 



Active Receiver 
(aRx) 



A node having a down -conversion chain for 
demodulating received RF signals. 



Active Transmitter 
(aTx) 



Carrier 



CSMA 



A node employing a wireless transmission 
technique, thereby generating and modu- 
lating RP signals for conveying informa- 
tion to one or a multiplicity of other 
nodes within a- wireless network. 



A radio frequency (RF) signal generated 
by a PU unit to transmit energy to the 
SP/SA and retrieve data from a node. 



CSMA (Carrier-Sense Multiple Access) is a 
radio access scheme where the occupancy 
of the carrier is measured and detected 
before utilization of the medium to re- 
duce the probability of collisions and 
siibsequent data loss or need for data re- 
t ransmi s s i on . 



MBS 



MBS (Modulated Backscatter) is a radio 

transmission technology wherein a node is 
modulating a radio carrier provided by 
another node. Instead of creating radio 
energy, the information-emitting node 
modulates externally provided radio en- 
ergy (by modulating an electromagnetic 
field) . 



Passive Receiver 
(pRx) 



A node equipped with a detecting means 
that does not require an active conven- 
tional radio down- conversion chain, thus 
consuming almost no power. For wake -up 
whistle reception preferably a diode de- 
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Passive Transmit- 
ter (pTx) 



A node equipped with a radio interface 
capable of modulating an external elec- 
tromagnetic f ilBld which provides' "^"Tnoau^" 



tector can be utilized whose detection 
sensitivity and selectivity are limited. 



lated reflection of a radio wave, thus 
conveying information to a remote node 
(or multiple remote nodes) . 



Reader (RFID) 



A microcontroller-based unit with a wound 
output coil/ peak detector hardware, com- 
parators , and fiinmware designed to trans- 
mit energy to a tag and read information 
back from it by detecting the backscatter 
modulation, which is limited to operation 
at 13*56 MHz. By contrast, the proposed 
system is operated at 2.4 GHz, uses a 
planar antenna instead of a coil and a 
modulation scheme suitable for MBS (e.g. 
DPSK-OOK) , 



RFID Tag 



An RFID device incorporating a memory 
chip (usually with an on-board rectifica- 
tion bridge and other RF front -end de- 
vices) , a wound or printed input/output 
coil, and (at lower frequencies) a tuning 
capacitor. 
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Claims 

1. ATeinote polling and control system in a heterogeneous 
wireless data transmission network for communication between 
a variety of wireless nodes (PUs, SAs and/or SPs) intercon- 
nected via said network, 

characterized by 

control means (PU) for polling (Sib) data from remotely ac- 
cessible nodes (SPs) of a first type located in said network 
and/or remotely controlling (SIC) functions executable by 
remotely controllable nodes (SAs) of a second type, said 
nodes (SAs, SPs) being in a stand-by mode before and after 
being called by said control means (PU) . 

2. A remote polling and control system according to claim 1, 
wherein said communication is organized according to the mas- 
ter-slave principle, 

characterized by 

at least one master node (PU) comprising an RF transceiver 
(aTx and aRx) designed to 

- send (SOa) a wake-up signal to at least one remote slave 
node (SP, SA) of a first and/or second type for polling 
(SOb) information detected by said slave node (SP, SA) , 

- send (SOc) control information for triggering a function to 
be executed by at least one remotely controllable slave 
node (SA) of said second type, and 

- receive (SOd) feedback information from said slave nodes 
(SA and/or SP) . 



3. A remote polling and control system according to anyone of 
the claims 1 or 2, 
characterized in that 
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25 



said network (WSN) is configured in a meshed, star or hybrid 
star and meshed topology. 

4. A remote polling and control system according to claim 3, 



said network (WSN) having a' meshed topology tor a peer^^to^ 

peer-based ad-hoc communication between wireless nodes (PU, 
SA, SP) , 

characterized by 

a CSMA-based MAC protocol for guaranteeing collision avoid- 
ance when different nodes (PUs, SAs and/or SPs) are trying to 
simultaneously transmit data. 



5. A remote polling and control system according to claim 2, 
characterized in that 
15 the remote slave node (SP) of said first type comprises 

- receiving means (pRx) for wirelessly receiving (S2a) a 
wake-up signal indicating a need for transmitting a polling 
request message from said master node (PU) to said slave 
node (SP) , 

- transmitting means (pTx) for wirelessly transmitting (S2b) 
sensor data or requested status information to said master 
node (PU) upon reception of said polling request message by 
backscattering an RF signal obtained by modulating an elec- 
tromagnetic field provided by said master node (PU) or any 
other node with an encoded signal representing said status 
information, and 

- processing means for processing (S2c) and creating (S2c') 
dynamic data. 

30 6. A remote polling and control system according to claim 2, 
characterized in that 

the remotely controllable node (SA) of said second type com- 
prises 

- receiving means (pRx) for wirelessly receiving (S3a) a 

35 wake-up and remote control signal from the master node (PU) 
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or another node of said second type (SA) , 

- optional sensor elements (SSA) for detecting {S3b) opera- 
tional parameters of said slave node (SA) and/or environ- 
mental data and/or remotely controllable actuator elements 

- -5- (ASA) — f or—execxrtxng- ( S 3xr)— programmabl e~ ac t^iDirs-;^ 

- processing means for executing (S3d) a remotely controlla- 
ble application running on said node (SA) for monitoring 
(S3e) and gathering (S3e') sensor data detected by said 
sensor elements (SSA) and/or controlling (S3e") said ac- 

10 tuator elements (ASA) , and 

- transmitting means (aTx) for wirelessly transmitting (S3f ) 
information from said application to said master node (PU) 
upon reception of said wake-up and remote control signal. 

15 7. A remote polling and control system according to claim 2, 
5 OT 6, 

characterized by 

said remotely controllable slave node (SA) of said second 
type additionally comprises 

20 transmitting means (pTx) for wirelessly transmitting (S3g) 
data or requested status information upon reception of a 
polling request message from a further node (SA' ) by back- 
scattering an RF signal obtained by modulating an electromag- 
netic field provided by said master node (PU) or any other 

25 node with an encoded signal representing said status informa- 
tion to said further node (SA' ) when being operated in a mo- 
bile ad-hoc network having a meshed topology and communicat- 
ing with said further node (SA' ) on a peer-to-peer basis. 

30 8. A remote polling and control system according to anyone of 
the claims 2 or 5 to 7, 
characterized in that 

said master node (PU) is connected to a bridge (B) providing 
a wireless or wired communication link to at least one other 
35 master module (PU' ) . 
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9. A method for enabling at least one master node (PU) of a 
remote polling and control system (430, 450, 460 or 470) in a 
heterogeneous wireless network according to anyone of the 



claims 2 to 8" to remotely control' at least "one slave^ node 

(SA, SP) , 

characterized in that 

said master node (PU) performs the steps of 

- transmitting (Sla) a wake-up and control signal for polling 
(Sib) sensor data detected and/or data created and/or proc- 
essed by a remotely accessible slave node (SP) of a first 
type located in the range of said master node (PU) or any 
other node providing an electromagnetic field to be modu- 
lated by said slave node (SP) and/or 

- remotely activating (Sic), controlling (SIC) and/or deac- 
tivating (Sic") functions executable by a slave node (SA) 
of a second type, said slave nodes (SA, SP) being in a 
stand-by mode before and after being called by the master 
node (PU) . 



10. A method according to claim 9, 
characterized in that 

the slave node (SP) of said first type performs the steps of 

- wirelessly receiving (S2a) a wake-up signal indicating a 
need for transmitting a polling request message from said 
master node (PU) to said slave node (SP) , 

- wirelessly transmitting (S2b) data or requested status in- 
formation to said master node (PU) upon reception of said 
polling request message by backscattering an RP signal ob- 
tained by modulating an electromagnetic field provided by 
said master node (PU) or any other node with an encoded 
signal representing said status information, and 

- executing {S2c) commands upon reception of a wake -up and 
control message . 



P 28617 EP 



42 



11. A method according to anyone of the claims 9 or 10, 
characterized in that 

the slave node (SA) of said second type performs the steps of 
— wireTessIy "receiving (S3 a) d"£gi"ealTF~encbcled"pol 1 rncpancl/or 
control information from said master node (109) , 

- after having detected (S3a' ) a valid identification code of 
said master node (PU) in the header of the received polling 
and/or control information, executing (S3d) a remotely con- 
trollable application, running on said slave node (SA) for 
monitoring (S3e) and gathering (S3e' ) operational parame- 
ters of said slave node (SA) and/or environmental data de- 
tected by sensor elements (SSA) connected to said slave 
node (SA) , in the following referred to as „ status informa- 
tion", and/or controlling (S3e") actuator elements (ASA) 
controllable by said slave node (SA) , and 

- wirelessly transmitting (S3f) a digitally encoded version - 
of said status information as a feedback signal to said 
master node (PU) . 

12. A method according to anyone of the claims 9 or 10, 
characterized in that 

the slave node (SA) of said second type performs the steps: 

- while not being in vicinity of a master node (PU) , wire- 
lessly transmitting (S3f) feedback information from an ap- 
plication running on said slave node (SA) to a further node 
(SA' ) upon reception of a wake-up and/or remote control 
signal from said further node (SA' ) and, 

- while being in vicinity of a master node (PU) , wirelessly 
transmitting (S3g) data or requested status information 
upon reception of a polling request message from the master 
node (PU) by backscattering an RF signal obtained by modu- 
lating an electromagnetic field provided by said master 
node (PU) or any other node in said network with an encoded 
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signal representing said status information to said master 
node (PU) . 

13. Use of a remote polling and control system according to 
anyone o^-tKe-Slaims T to g^o^-controriTng-applica^^ 
ning on nodes of a wireless sensor network (WSN) . 
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Abstract 



A heterogeneous wireless network topology is suited for low- 
jjOwerT-short^ange-and-ubi-qul-tous-^-lTOrc-convrnuni-cationr-s^^^^ 

network topology being capable of integrating different wire- 
less transmission technologies, in particular to a wireless 
sensor network (WSN) including different node types (PUs, SAs 
and/or SPs) and communication technologies. The network is 
highly heterogeneous and can be operated according to the 
master- slave principle or in a distributed ad-hoc manner. The 
nodes (PUS, SAs and/or SPs) can have different wireless com- 
munication means tailored to their individual role in the 
network and other constraints, thus allowing different commu- 
nication patterns. 

A remote polling and control system (430, 450, 460, or 470) 
in a heterogeneous wireless sensor network (WSN) comprises a 
master node (PU) having an RP transceiver (aTx and aRx) for 
sending (SOa) a wake-up signal to at least one remote slave 
node (SP, SA) of a first and/or second type for polling (SOb) 
information detected by said slave node (SP) or triggering 
functions to be executed, sending (SOc) control information 
for triggering a function to be executed by at least one re- 
motely controllable slave node (SA) of a second type and re- 
ceiving (SOd) feedback information from the remotely control- 
lable slave node (SA) of said second type, said slave nodes 
(SAs, SPs) being in a stand-by mode before and after being 
called by the master node (PU) . 



(FIG. 4-6) 
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Name 
link 


.Description „. _ 
Medium- range communication (< 5 meters) that requires an ac- 
tive transmitter and an active receiver. 


. ► 


A2PUnk 


Short-range communication (< 3 meters) that requires an active 
transmitter and a passive receiver (diode detector). The. wake-up 
^gnajs to activate a SP or SA node are transmitted in this link be- 
fore the data. 





MBS 
Unk 


Short-range communication that requires an active transmitter (to 
provide the Ether),, a passive transmitter" (I^IBS) and an active re- 
ceiver. 


m 


Ether . 


Electromagnetic field generated by a PU to provide the signal nec- 
essary to be used by the passive transmitters WBS). • 




Long 
Unk 


Long-range communication (> 5 meters) that links Polling Units by 
usihq a Bridqe 
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(A2P) 



PU«-SP 
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Short I Configuration and op- 
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Short I Sensor data. 
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SP; Wake-up L 



SA: Active Tx 
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PU: Wake-up w: 
PUi: Ether provider 
PU2: AdBve Rx 
PUI: ActiveTx 
SP: Passive Fbc 
SP: Wake-up L 
SP: Passive Tx 



PU2: Wake-cipW. 
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PU2: Active Rx 
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SP: Passive Rx 
SP: Wake-up L. 
.SP: Passive Tx 
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